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Dyn am|C B|”|ng SyStem (Formerly known as ManTrans)
1. Overview

The Dynamic Billing System (DBS) is for Merchants who are set up to be an originator of the transaction, where the
merchants nhame and consumer service phone number will appear on the consumer’s bank statement. This system
facilitates direct posting of billing requests to the WTS system. It was built for merchants who require a high level of
customization and possibly have daily pricing changes. WTS uses HTTPS for all DBS transactions, ensuring the
safety of consumer information. WTS has introduced a new proprietary fraud prevention system, T.0.A.S.T. (Total
Online Acceptance Scoring Test) for use with DBS. T.0.A.S.T. is a combination of technologies that ensure
accurate information while keeping the flexibility of DBS.

The following sections outline the data to be transmitted and the response codes that will be sent back.

2. Server Information

________________________________________________________________________________________________________________________|
Server Name: https://join.achbill.com

Script Location: /cgi-bin/man_trans.cgi

Request Method: POST only

Content Type: application/x-www-form-urlencoded or multipart/form-data

3. Transaction Data

The following tables outline the required and optional fields to submit a transaction to the DBS system.

3.1 Merchant Information
Table 3.1.1: Merchant Information

FIELD NAME: REQUIRED: TYPE (MAX LEN): EXPLANATION:
parent_id required ALPHANUMERIC(8) Your WTS parent ID
sub_id required ALPHANUMERIC(8) Your WTS sub ID
. [ chk | crd ]: "chk"=check;"crd"=credit
pmt_type required - card
The man_trans.cgi script will respond
optional Full Path URL to this URL with response variables if
response_location ('IEJOAST) Example: passed in. If no URL is provided, the
http://domain.com/script.cgi  default URL given during integration
setup will be used.
: : Optional Must be passed in if using
history_id (TOAST) NUMBER omt_type="ver’
: Optional Must be passed in if using
order_id (TOAST) NUMBER pmt_type="ver’
3.2 Membership Information
Table 3.2.1: Membership Information
FIELD NAME: REQUIRED: TYPE (MAX LEN): EXPLANATION:
username zgftiendg(s)n Merchant ALPHANUMERIC(64) Consumer's username
S zztst?ndgznl Merchant ALPHANUMERIC(32) Consumer's password

Web Transactions Services, Inc.
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3.3 Account Information
Table 3.3.1: Account Information

FIELD NAME: REQUIRED: TYPE (MAX LEN): EXPLANATION:
acct_name not required ALPHANUMERIC(64) Name on the account being debited
chk_acct required ALPHANUMERIC(32) Consumer's checking account number
chk_aba required ALPHANUMERIC(9)  Consumer's ABA / Routing number
chk fract Basged on Merchant 16) Consumer's Fractional number
- Settings (Example:"123-45/1234")
chk_number not required NUMBER Consumer's Check number
currency not required US only supported Default value US if nothing is passed in.

"US" = US Currency

3.4 Consumer Information
Table 3.4.1: Consumer Information

FIELD NAME: REQUIRED: TYPE (MAX LEN): EXPLANATION:
custname required ALPHANUMERIC(64) Consumer's full name
custemail EZtSt?ndggn Merchant ALPHANUMERIC(64) Consumer's email address
custaddressl 22tstiendg(s)n Merchant ALPHANUMERIC(64) Consumers street address
custaddress2 not required ALPHANUMERIC(64) Consumers street address
. Based on Merchant L
custcity Settings ALPHANUMERIC(32) Consumer's city
Based on Merchant .
Custstate Settings ALPHANUMERIC(32) Consumer's state
: Based on Merchant s
custzip Settings ALPHANUMERIC(16) Consumer's zip-code
custphone 22;?:92” Merchant ALPHANUMERIC(16) Consumer's phone number
shipaddress1 not required ALPHANUMERIC(64) Consumer's shipping address
shipaddress2 not required ALPHANUMERIC(64) Consumer's shipping address
shipcity not required ALPHANUMERIC(32) Consumer's shipping city
shipstate not required ALPHANUMERIC(32) Consumer's shipping state
shipzip not required ALPHANUMERIC(16) Consumer's shipping zip code
Based on Merchant Last 4 or full social security number of
custssn Settings ALPHANUMERIC(16) the consumer.
. Based on Merchant Consumer's Birth Date in MMDDYYYY
birth_date )
Settings format

Web Transactions Services, Inc.
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3.5 Billing Information

Table 3.5.1: Billing Information

FIELD NAME: REQUIRED: | TYPE (MAXLEN): EXPLANATION:

profile_id required !
initial_amount required
billing_cycle required

recur_amount

days_til_recur

max_num_billing  not required

free_signup

3.6 Miscellaneous Informa tion

not required

not required

not required

billing Profileld/ProfileKeylD supplied by WTS after
submitting sites and billing options you want
available for each site.

Initial amount of the bill

-1 One-Time/None

Weekly

Monthly

Bi-Monthly

Quarterly

Semi-Annually

Annually

7 Bi-Weekly

Recurring amount. (Not required for one-time
billing) Default to initial if not defined

NUMBER

XX. XX ex. 49.95

NUMBER

o ol hE WDN -

XX. XX ex. 49.95

NUMBER Days until amount is billed.

Maximum number of times consumer will be billed
NUMBER (-1 is for perpetual billing).
NUMBER 1" for free sighup period, length determined by

days _til_recur, (0 is default).

Table 3.6.1: Miscellaneous Information

FIELD NAME: REQUIRED:
reseller_code not required
ip_forward required
prev_history id  required *
prev_order_id required *

merordernumber not required

action_code

creditflag

consumer_code required3

not required

not required

TYPE (MAX LEN):
VARCHARZ2(64)
VARCHAR2(32)

EXPLANATION:
reseller_code
IP of the client connecting to your scripts.

VARCHAR2(32) o )

Order ID from transaction you would like to
complete verification on.

Merchant defined order number. This field will
be saved to the database

P = Process (Default)

V = Validate only

R = Refund

Q = Queue

F = Free queued transaction (requires:
prev_history_id, order_id)

Unless noted, the appropriate action_code
requires all required fields

T = Complete a Toast transaction still in
verification status

Set the creditflag to 1 to issue a credit. Note,
this is not for refunds, but rather to issue a
credit for a transaction that was not initially
debited through WTS.

This is a unique field to identify the consumer
requesting an upgraded membership.

VARCHAR2(32)

VARCHAR2(256)

NUMBER

NUMBER

! Either send a billing profile_id OR each of the following: billing_cycle, recur_amount, max_num_billing, and consumer_code
2 Required only if this is for a refund or action_code is F or T
3 Required for membership upgrade, where action_code is U
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4. Membership Upgrade

4.1 Overview:

Membership Upgrade is available to merchants who need a solution for paid limited access to their subscription-
based sites. The membership upgrade gives the merchants the ability to upgrade the trial before the trial period is
over, therefore keeping retention as high as possible. The table below outlines fields required for a membership
upgrade:

4.2 Membership Upgrade Fields:
Table 4.2.1 Membership Upgrade
FIELD NAME: REQUIRED:

TYPE (MAX EXPLANATION:

LEN):

Send action_code="U" to tell the script we are
upgrading the consumers information.

Send the SublD that the transaction you wish to
upgrade is being billed under.

billing Profileld/ProfileKeylD supplied by WTS after
profile_id required” NUMBER submitting sites and billing options you want available
for each site.

VALUE DESCRIPTION

action_code required --

sub_id required VARCHAR2(8)

-1 One-Time/None

1 Weekly

2 Monthly
billing_cycle required NUMBER 3 Bi-Monthly

4 Quarterly

5 Semi-Annually

6 Annually

7 Bi-Weekly
recur_amount required NUMBER Recurring amount. (Not required for one-time billing)
max_num_billing  required NUMBER :\g%ﬁgﬁmsmgs:ﬂ;mﬁgfnsumer will be billed (-1
consumer_code  required NUMBER :ehéiéigngn;?]ujpf;f df dlcri:g:rl:‘g;trw:h::;nsumer
order_id required NUMBER The order_id generated by our system

5. Validation Errors

________________________________________________________________________________________________________________________|
Upon submission, DBS will validate each form field. If all required form fields are valid, the request will be sent to
our transaction server. If a form field is invalid or not supplied as required, the output returned to your script will
contain a listing of errors, which are listed below in table 5.0.1.

* Either send billing profile_id, sub_id, consumer_code, and order_id OR each of the following: billing_cycle, recur_amount,

max_num_billing, consumer_code, and order_id
Web Transactions Services, Inc.
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Table 5.0.1 Validation Error Messages
Email address is required.

Email address is invalid.

Email address is too long.

First name is required.

First name <First Name> is invalid.
Last name is required.

Last name <Last Name> is invalid.
Last name is too long.

Address is required.

Address is invalid.

Address is too long.

City is required.

City is invalid.

City is too long.

State is required.

State is invalid.

State is too long.

Account Number is required.
Account Number is invalid.

Account Number is too long.
Rounting Number is required.
Rounting Number is invalid.
Rounting Number is too long.
Routing Number must be at least 8 in length.
Zip Code required.

Zip Code is invalid.

Zip Code is too long.

Zip Code must be at least 5 in length.
Phone Number is required.

Phone Number is invalid.

Phone Number is too long.

Social Security Number is required.
Social Security Number is invalid.
Social Security Number must be at least 4 in length.
Social Security Number is too long.
Date of Birth month is required.
Date of Birth month is too long.

Date of Birth month is invalid.

Date of Birth year is required.

Date of Birth year is too long.

Date of Birth year is invalid.

Date of Birth day is required.

Date of Birth day is too long.

Date of Birth day is invalid.

Invalid birth data entered.

Driver's License Number is required.
Driver's License Number is invalid.
Driver's License Number is too long.

Web Transactions Services, Inc.
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6. Returned Variables

6.1 Overview

Depending on the status returned by DBS, the additional information returned to the merchant server will vary.
Outlined below are the expected return variables for each status the DBS returns. If status returns as accept or
decline, an immediate response will be given back to the merchant, just as in the legacy system. The immediate
response variables returned can be found in table 6.3.1. The response variables that are returned when a status of

verify is received can be found in table 6.2.1.

Table 6.1.1 shows the actions to be taken by the merchant to integrate properly with the DBS.

Table 6.1.1 Verify Returned Variables

FIELD NAME: VALUE: ACTION:

status Accepted Parse response, print transaction accepted page
status declined Parse response, print transaction declined page
status verify Parse response, redirect consumer to url value

6.2 Returned Variables For Verification Status
When status =verify, the following variables will be returned:

Table 6.2.1 Returned Verify Status Variables

FIELD NAME: TYPE (MAX LEN): EXPLANATION:

status VARCHAR The status of the transaction, which in this case would be verify. See
Table 6.3.1 for other statuses.

url URL encoded URL consumer should be redirected to.

toastcode VARCHAR(32) Used to complete verification process.

Please note merchants will be required to redirect all consumers to the verification URL for the transaction to
continue. Once the transaction is complete we will send a TOAST response (see section 7.2) with the transaction
data including the result of the transaction to the response_location provided during integration or in the initial
transaction request. Based on the result of the TOAST response, the response_location  will reply with either a
HTML page or a URL that will allow the consumer to see the result of the transaction.

6.3 Returned Variables for Immediate Response

When status =accepted or status =declined, the variables listed in Table 6.3.1 will be returned. These responses
will be printed to the open socket created by the merchant.

Web Transactions Services, Inc.
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Table 6.3.1: Returned Variables

FIELD NAME: REQUIRED: EXPLANATION:

duplicatetrans Misc
status Misc
reason Misc
order_id

history_id

consumer_unique

authcode
xs_order_id
xs_profile_id
xs_history _id

Xs_initial_amount
xs_sub_id
Xs_trans_prenoted
Xs_authcode

Xs_parent_id

testtrans

Web Transactions Services, Inc.
Merchant Integration Guide

This field is a flag for duplicate transactions. In the event of a
duplicate transaction detected, duplicatetrans will be set to “1,” the
status will be set as “Accepted” with the order_id will be that of the
order thought to be duplicated.

Will return as one of three: Accepted, declined, verify.

DECLINE CODES: DESCRIPTION:

The profilelD sent could not be

Invalid Profile located in your sites billing profiles.

The requested debit amount is over
your max billing amount per
consumer.

Amount of $x.xx is over
the limit

Incorrect length for The fractional code that was sent
fractional was incomplete.

The fractional code that was sent

Invalid Fractional was not valid for the account.

Account not eligible for The account was not eligible for
promotion promaotion.

This Account Number has had a

FEVEUE SETIATEE ACH previous case of Fraud reported.

We were unable to locate the bank
ABA Number Not On File for which this routing number is
used.

The ABA or Routing number is

(el e incorrect or unverifiable.

This is unique KeylD used for this order. This field will appear in all
Reports issued by WTS.

This Field is the unique ID for the history of the transaction

This field is used as a unique identifier for identifying the consumer
separate from the transaction. Used mainly with one click signups
where the consumer may signup to the site multiple times.

This field is utilized to tell the reason for the declined transaction or
the authcode for the accepted transaction.

This will contain the Cross Sale OrderlID.

This is the membership option that was selected for the cross sale
transaction.

This is the transaction historyid for the Cross Sale Transaction.

This will contain the initial amount that we will be billed for the
Cross Sale Transaction.

This is the SubID for the site being used for this Cross Sale
Transaction.

This lets you know that we have Pre-Noted the Cross Sale
Transaction.

This is the Authorization Code that we used for initiating the Cross
Sell Transaction.

This is the processing ParentID that the transaction was
processed under.

If you receive this back this means that it was a test transaction
and not a live transaction. When its a test we will set this variable
to 1.
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7. Sample Responses

________________________________________________________________________________________________________________________|
Sample responses come in two types: DBS response and TOASTback. Each type of response is outlined below in
the respective sections, and can be directed to the same or different scripts, based on preference.

7.1 Sample DBS Responses

DBS responses are not URL encoded, and are new-line delimited. Below is a SAMPLE Response, which contains
the status of the transaction [‘Accepted” | “declined” | “verify”], a reason for any declined status, and a set of
variables returned from the transaction server, and PostedVars, which is a block that contains all variables passed
to DBS, except for the account information.

Table 7.1.1 Example DBS Accepted Response

status=Accepted
order_id=12345678
history_id=1234567
consumer_unique=/GNmcHNsfsUHE
authcode=CHECK PRE-AUTH:001234567
PostedVars=BEGIN
parent_id=WTS01

sub_id=SUBID

pmt_type=CHK

custname=John Doe
custemail=alkdj@alkdj.com
custaddress1=123 John Doe Way
custaddress2=
custcity=Sometown

custstate=TX

custzip=78717
custphone=1234567890
profile_id=

initial_amount=1.25
billing_cycle=2
recur_amount=99.99
days_til_recur=14
max_num_billing=6

currency=US

chk_number=1234
PostedVars=END

Table 7.1.2 Example Verify Response

status=verify
toastcode=36487cab1f39456c0b3c90847b942236
url=https://join.achbill.com cgi-bin/toast.cgi?toastcode=36487cab1f39456c0b3c90847h942236&action=MainEntry

Web Transactions Services, Inc.
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Table 7.1.3 Example Accepted Return with Cross Sale

Data

status=Accepted
order_id=5515952
history_id=20322511
consumer_unique=08MC4vVtdYDm6
authcode=Test Only:020322511
testtrans=1
xs_order_id=5515953
xs_profile_id=21767
xs_history id=20322512
Xs_initial_amount=4.95
Xs_sub_id=TEST02
Xs_trans_prenoted=1
xs_authcode=CheckAuth:020322512
Xs_parent_id=WTS01
PostedVars=BEGIN
parent_id=WTS01
sub_id=NEWTEST
pmt_type=CHK
username=adIk]
password=xkiekx
custname=John Cruce
custemail=adlkj@aldkj.com
custaddress1=123 aldkj ak
custaddress2=akdjfak
custcity=adlfkjd
custstate=TX
custzip=123456
custphone=132-4562-7825
profile_id=
initial_amount=1.00
billing_cycle=2
recur_amount=2.00
days_til_recur=7
max_num_billing=6
currency=US

ip_forward=

crosssaleid=1
chk_number=1234
consumer_unique=
freesignup=
PostedVars=END

Web Transactions Services, Inc.
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Table 7.1.4 Example Decline Response

status=declined

reason=Your transaction has been declined.

history_id=9396994
authcode=Invalid ABA Number
PostedVars=BEGIN
parent_id=WTS01
sub_id=SUBID
pmt_type=CHK
custname=John Doe
custemail=alkdj@alkdj.com
custaddress1=123 John Doe Way
custaddress2=
custcity=Sometown
custstate=TX
custzip=78717
custphone=1234567890
profile_id=
initial_amount=1.25
billing_cycle=2
recur_amount=99.99
days_til_recur=14
max_num_billing=6
currency=US
chk_number=1234
PostedVars=END

Web Transactions Services, Inc.
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7.2 Sample TOAST Responses

The TOAST response is sent to a URL determined by the merchant. This can be the same script that posted the
initial transaction data, or it can be a different URL. WTS will need to be able to identify where TOAST are directed.
TOAST responses are URL encoded and include a URL encoded variable, PostedVars . This contains all variables
passed to DBS, except for the account information.

5

Table 7.2.1 Example Accepted Response — TOAST

status=Accepted&

toastcode=1122b14983ef9cb5be769c5feeab0e57&

history_id=29195484&

order_id=8497081&

consumer_unique=FOU4yKAJ2XKAE&

authcode=Test%200nly&

testtrans=1&
PostedVars=parent%5Fid%3DWTS01%26sub%5Fid%3DTEST01%26pmt%5Ftype%3Dchk%26username%3Dsd
fw3%26password%3Dtest%26custname%3DBob%2520Smith%26custemail%3Dsada%2540sdfs%252Ecom%26
custaddress1%3D2344%2520Addr%26custcity%3DAustin%26custstate%3DTX%26custzip%3D34523%26custp
hone%3D123%252D123%252D1234%26custssn%3D4352%26initial%5Famount%3D4%252E95%26billing%5Fc
ycle%3D%252D1%26recur%5Famount%3D24%252E95%26max%5Fnum%5Fbilling%3D%252D1%26currency
%3DUS%26response%5Flocation%3Dhttp%253A%252F%252Fj0in%252Etest%252Eachbill%252Ecom%252Fc
0i%252Dhbin%252Fwaffle%255Ftest%252Ecgi%26firstname%3DBob%26lastname%3DSmith%26verification%3D
E%26toastcode%3D1122b14983ef9ch5be769c5feeab0e57%26bypass¥%5Fexperian%3D1

4

Table 7.2.2 Example Decline Response — TOAST

status=declined&

reason=Your%20transaction%20has%20been%20declined%2E&
PostedVars=parent%5Fid%3DWTS01%26sub%5Fid%3DTEST01%26pmt%5Ftype%3Dchk%26username%3Dus
er%2520254%26password%3Dpass254%26custname%3DSammy%2520Smith%26custemail%3Dno%2540wher
€%252Ecom%26custaddress1%3D123%2520Any%26custcity%3DAustin%26custstate%3DTX%26custzip%3D1
2345%26custphone%3D123456789%26custssn%3D5491%26initial%5Famount%3D4%252E95%26billing%5Fcy
cle%3D1%26recur%5Famount%3D24%252E95%26days%5Ftil%5Frecur%3D2%26max%5Fnum%5Fbilling%3D
2%26currency%3DUS%26response%5Flocation%3Dhttp%253A%252F%252Fjoin%252Etest%252Eachbill%252
Ecom%252Fcgi%252Dbin%252Fwaffle%255Ftest%252Ecgi%26firstname%3DSammy%26lastname%3DSmith%
26verification%3DE%26bypass%5Fexperian%3D1

®> No newline characters will be found in the TOAST responses. The formatting is for readability only.
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DBS MicroDeposits

1. Overview

The DBS MicroDeposits system is for a Merchant who is the originator of the transaction as in the merchants name
and customer service phone number will appear on the customer’s bank statement. This system facilitates direct
posting of MicroDeposits into an existing consumer’s account. WTS uses HTTPS for all MicroDeposit transactions,
ensuring the safety of consumer information.

Merchants will connect to our secure sever, send a POST request containing MicroDeposit information, and in
return, merchants will receive a response code and the posted data back between the POSTED VARS variable.

The following sections outline the data to be transmitted and the response codes that will be sent back.

2. Server Information

Script URL: https://join.achbill.com/cgi-bin/man_trans_micro.cqgi
Request Method: POST only

3. MicroDeposit Transaction Data

The following tables outline the required fields to submit a transaction to the DBS MicroDeposits system. If you are
doing two micro deposits then you will need to send in a request for each additional micro deposit request

3.1 Transaction Data

Table 3.1.1: MicroDeposit Transaction Data

FIELD NAME: REQUIRED: TYPE (MAX LEN): EXPLANATION:

parent_id required ALPHANUMERIC(8) Your WTS parent ID

sub_id required ALPHANUMERIC(8) Your WTS sub ID

amount required NUMBER The amount of the microdeposit, in cents.

This field is used as a unique identifier for
identifying the consumer separate from the
consumer_unique required ALPHANUMERIC transaction. Used mainly with one click signups
where the consumer may signup to the site
multiple times.
order_id required NUMBER The order_id generated by our system

4. MicroDeposits Returned Variables

The following table outlines what the DBS MicroDeposits system will respond with:

4.1 Returned Variables
Table 4.1.1: Returned Variables

FIELD NAME: REQUIRED: TYPE (MAX LEN): EXPLANATION:
status Will return as accepted or declined

This field is utilized to tell the reason for
authcode ALPHANUMERIC(64) the declined transaction or the authcode
for the accepted transaction

This Field is the unique ID for the history

history_id - of the transaction
Between <POSTED VARS=BEGIN> and
POSTED VARS _ <POSTED VARS=END>, you'll find what

was submitted to the MicroDeposits
system
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Transaction History Files
1. Overview:

The transaction history files contain all initial sales (Check Pre-Note / Check Pre-Auth), Returns (Check Return),
Money Received (Check Settlement), and Refunds (Check Refund) from the previous day. A transaction history
file will come in a flat, quote-qualifier, comma-delimited file, which can either be picked up (via provided IP address)
or sent to merchant servers.

The following Operating system are expecting the following to know
when there is an end of line:

UNIX uses a (LF) Linefeed

Windows uses a (CRLF) Carriage Return / Line Feed

The Transaction History File on our server will only have a (LF) Line Feed

If you transfer the file correctly using ASCIl on a Windows Machine you will get a file with (CRLF) Carriage Return /
Line Feed

If transferred correct (ASCII) it will have CRLF on windows
If transferred incorrectly the file in BINARY the file will looked garbled and all data will be on the first line.

It is imperative that you download the file in ASCII to ensure there is no data corruption.

2. Transaction History File Format

The naming format of the transaction history file will be:
PARENTID-trans-WTS-YYYYMMDD.txt e.g.: WTSTEST-trans-WTS-20050212.txt

The files will contain the following fields listed in Table 2.1:

Table 2.1.1: Transaction History File Fields

SubID The SublD assigned by WTS

Transaction Date Date of the transaction

Amount Amount of the transaction

Consumer Name Consumer's full name

Account Name Consumer's account name

Transaction Type Details the transaction type Check Pre-Auth for preauthorization, Check
Return for returned check, Check Settlement for funds that have been
received.

Transaction Result Details whether the transaction was approved or declined

Authorization Code This is the code that we received from the Consumer's bank

Account Type Description Will always be check

Recurring Description will be initial or recurring

Company Name Company Name if given during transaction

Billing Address Consumer Mailing information

Billing Address2

Billing City

Billing State

Billing Zip

Billing Country

Shipping Address

Shipping Address2

Web Transactions Services, Inc.
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Shipping City
Shipping State

Shipping Zip

Shipping Country

Phone Number Consumer Phone Number

E-Mail Address Consumer E-mail Address

IP Address The IP address of the consumer

Server Referrer This will contain referrer information that was submitted during
transaction

MerchantOrderNumber contains any extra affiliate code information submitted during
transaction

Order Number Unique key assigned to every order

History KeylD Unique key associated with each transaction of an order

Reference KeylD Contains the previous History Keyid

Profile KeylD If a billing profile keyid was provided it will be listed here

Reseller Code Used for cross sell transactions

Partner Code Will contain the partner associated with this transaction

Username If username is sent we will include it here

ConsumerUniquelD Will be used later for offering One-Click sales to current/former
consumers

The file format should be in the order listed above, but here is each field inside example delimiting fields:

# $ %8& $

3. Example Data

Note: There will be no word wrap in the Transaction history files; therefore, each example listed below will actually
be on one line.

Check Pre-Note:

"WTSO01","Jun 28, 2003 12:03AM","6.95","John Doe","John Doe","Check Pre-
Note","Approved","CheckAuth:009999999","HIDDEN","HIDDEN","Check",™,™ "Initial",","123 JohnDoe st",","Johnson

City","TX","12345" " m mm v me w w1 23)123-4567" "johndoe @website.com”,"123.123.123.123" " "1000","1234567","1234567" " "12345" "™ " "™

Check Pre-Auth:

"WTS01","Jun 28, 2003 12:03AM","6.95","John Doe","John Doe","Check Pre-

Auth","Approved“,"CheckAuth 009999999 "HIDDEN","HIDDEN","Check","","","Initial","","123 JohnDoe st",","Johnson

City","TX","12345", "™, (123)123 -4567", Johndoe@websne com","123. 123 123 123",","1000","1234567","1234567",","12345",™ " "

Check Settlement:

"WTS02","Jun 28, 2003 02:21AM","6.95","John Doe","John Doe","Check

Settlement“,"Approved“,"CheckAuth 009999999","HIDDEN","HIDDEN","Check”,"™ ™ "Initial","" "123 JohnDoe st","" "Johnson
City","TX","12345" " w1 23)123-4567","johndoe @website.com”,"123. 123.123.123" ™" "1000","1234567","1234567", " "12345" "™ ™ "

Check Late Return:

"WTS02","Jun 28, 2003 02:21AM","6.95","John Doe","John Doe","Check Late Return","Declined","Consumer Advises: Not
Authonzed" "HIDDEN","HIDDEN", “Check“ "|n|t|a|“ w1193 JohnDoe st",““,"Johnson City", "TX",“12345" () 93Y1 93
4567","johndoe @website.com”,"123.123. 123 123",""1000","1234567","1234567","","12345","" ",
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Check Return:
"WTS03","Jun 28, 2003 02:27AM","6.95","John Doe","John Doe","Check
Return","Declined","NSF","HIDDEN","HIDDEN","Check","" " "Initial","","123 JohnDoe st","","Johnson

Order Verification Required:
"WTS03","Jun 28, 2003 02:27AM","6.95","John Doe","John Doe"," Check Pre-Auth”,"Verify",","HIDDEN","HIDDEN","Check","","","Initial","","123

4. Order Tracking

Persistent Data: Order Number, SublD
Reference Data: History KeylD, Reference KeylD

Definitions:

Order — An order is all transactions of Check Pre-Note, Check Pre-Auth, Check Settlement, Check Return, Check
Late Return for an order by a consumer.

Transaction — This is one particular piece of a transaction as in the Check Pre-Note, Check Pre-Auth, etc...
Transaction Block — Is the block of transactions from validating the account / requesting the monies to receiving
the monies or receiving a return. One order can have several transaction blocks for the initial transactions and the
recurred transactions.

To Determine Initial Transactions:

Take all transactions for a date range then parse them out by Check Pre-Note and Check Pre-Auth where the
Reference KeylD is blank and Recurring Description is Initial. This number gives you the total number of initial
signups during that time period.

Refunds:
Refunds can only be issued after a Check Settlement.

Tracking the Stages of an Order:

Each product sold will have a persistent Order Number throughout the life span of the order, even when it is in a
recurring stage. The combination of the Order Number, Reference KeylD and History KeyID will let you track the
step-by-step transactions that led to the current status of an order.

The Pre-Note stage will never have a Reference KeylID, but will carry a History KeyID.
Please refer to the Transaction Life Cycle below for clarification on the below paragraph.

Linking up Transactions for a particular order.

If you get a Check Return but you don’t know where it occurred in the order or from what transaction block, you can
use referencekeyid found with the Check Return entry to start the process of finding which block it came from for
this particular order. Take this reference keyid and look for a transaction that contains that referencekeyid as the
historykeyid. This should return the Check Pre-Auth for which we received the Check Return. You can use this
process for any Check Return, Check Late Return, Check Refund, Check Settlement, ACH NOC, etc... until you
find a transaction entry that has a blank referencekeyid. This puts you at the beginning of this particular transaction
block.

One thing to note is that each time we recur a transaction the Check Pre-Auth will have a blank referencekeyid
indicating that a new transaction block is starting. The easiest way to see the transaction blocks in order would be
to grab all transactions for a particular orderid and then sort those by date and referencekeyid, which should put
those into order from start to finish. Remember, sometimes you may see a Check Settlement for the recurred billing
before the initial trial price settles.

Another Approach if you wanted to display each transaction block would be to grab all Check Pre-Note / Check
Pre-Auth sorted by date with a blank referencekeyid. Then, go through each of those using the historykeyid and
find the next transaction in the list by looking for the next transaction that contains that history keyid as the
referencekeyid. Grab the history keyid for that transaction and look for the transaction that contains that as the
referencekeyid. You can continue this process until you get no more results indicating that you have hit the end of
the transaction block and continue with the next transaction block in the list.
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Retries are an exception. Retry Pre-Auths will have a recurring description of “initial,” just like an initial transaction.
They are to be viewed as breaks in the transaction process, meaning, we didn't get the money now we are running
the account through our virtual collections department in an attempt to retrieve the funds. We will retry an account a
total of two more times after the return. If we get the money from our virtual collections department then we will
restart the billing. After that they go into our live collections process in which we send out letters to the consumer
asking for them to remit payment. If payment is received we do not restart the billing at this time.

Our recommendation is to import everything because the data can be used to your advantage later. Order Number
and SublID will always be persistent, and if you sort the transactions by date, you can get a very clear idea of what
went on with the account. In rare cases, we send two transactions per Order Number in one day, but timestamps
should show the definitive order.

**Note: We only Pre-Note new transactions. If we have already processed transactions through this consumers
account there is no reason to Pre-Note a second time. We will simply move the transaction to Pre-Auth status and
request the funds from the consumer’s bank account.
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ACH Transaction Types

Transaction Type will be defined by one of the following terms:

Check Pre-Note: Means that we are sending a Pre-Notification of the pending debit entry to allow the RDFI
(consumer's bank) the opportunity to return (Check Return ) or correct (Notice of Change (NOC) ) the item. The
pre-notification process involves validation of the ABA and bank account number only.

Check Pre-Auth: This is when we request the funds from the bank (initiate the ACH debit entry).

Check Settlement: This indicates that the Check Pre-Auth has not been returned by the RDFI (consumer's bank)
prior to the specified time period indicated in the Service Agreement the merchant and WTS entered into

Check Return: This means that the RDFI (consumer’s bank) has returned the item prior to the specified time
period defining a Check Settlement (Settled Funds) indicated in the WTS Service Agreement.

Check Late Return: This means that a Return was received by WTS after a Check Settlement .
Check Refund: We have refunded this money back to the consumer.

Notice of Change (NOC): This means a response from the RDFI that WTS needs to make a change to the ABA
or bank account data in order to properly process the entry.

ACH Transaction Life Cycle

The following diagram outlines the possible life cycle of an ACH transaction:

Check Pre-Note Check Pre-Auth  Check Settlement

0Crheck Pre-Note  Check Pre-Auth  Check Settlement  Check Refund
0Crheck Pre-Note  Check Pre-Auth  Check Settlement  Check Late Return
0Crheck Pre-Note  Check Pre-Auth ~ Check Return

0Crheck Pre-Note  Check Return

?Zrheck Pre-Auth  Check Settlement

0Crheck Pre-Auth  Check Settlement  Check Refund

0Crheck Pre-Auth  Check Settlement  Check Late Return

or

Check Pre-Auth  Check Return

Additional Resources

FAQ'’s: http://achbill.com/mercsupport/

Web Transactions Services, Inc.
Merchant Integration Guide Page 21 of 21



